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Problem statement
In an era where technology is at its advanced stage, social media has changed the way people interact. Despite the benefits that social media platforms such as Twitter and Facebook offer, these sites have been on the spotlight for compromising the security, privacy and even posing a detrimental threat to governance. After the presumed malicious attack and hacking that influenced the Brexit as well as the US presidential elections in 2016, the social media platform has received strong indictment from different quarters (Arulraj & Pavlo, 2017). The security issues among these platforms exacerbated in 2018 when the executive of social media companies either failed or refused to accept or admit that their business practices are surely part of the problem that world is facing today. Several cases of abuse have been witnessed on social media where celebrities and other leaders are defamed on social media especially Facebook and Twitter. This has thus led to the acceleration of the downfall of most of the social media platforms. It is upon the backdrop that there is a need to find a security protocol that will help control such malicious and security to users.

Objective impact

To find out a regulatory framework and a security protocol to control social media offensive communication. This objective is supported on the fact that social media companies such as Twitter and Facebook have failed to address the issues of online targeting, hacking, and bullying among other activities 

Problem

The text-based platforms like Twitter and Facebook have not addressed the problems of online targeting, hacking, bullying and among other security breaches but occasionally put profit making a head of taking a firm stand on the problems and dangers associated with misleading and false information that is spread through their services. It is imperative that there is a security 

Software and Data Needs of the Project.
Data privacy and integrity of the system is fundamental towards addressing the security concerns of information. To address these challenges, both social media platforms Facebook and Twitter should address the needs users as far as security is concerned. The system developers need to ensure that before a user is registered in either of the platforms, they are required to produce their bio-data information. Such information should include the births dates, the identification card number, telephone numbers as well as their birth certificate numbers (Arulraj & Pavlo, 2017). The data should be captured in software development as a security feature of the system. If such measures are instituted in software development, then security issues will be solved. People will not abuse others or spread false information which can be a challenge to the security of a state. There is also a need to update software regularly and align it to the security needs of the day.

When developing a secure system that will protect the security of uses, there is a need for incorporation of various data management systems — for example, the network database management system which will create the relationship between users and the entity. Since the network database has a relationship with other substances, it is essential that ensure data flow in the system is protected through end to end encryption (Arasu et al., 2016). The software should also have a document database model which can store data elements. The model should store each customer’s data such that when users abuse another person or spread a piece of false information, the system can use their data, track them and report the case for necessary actions to be taken over them. Such measures will, therefore, go a long way towards creating a more secure social media platform where bullying, abuse, and defamation can be controlled, and a threat to governance is reduced.
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